
Comprehensive Cybersecurity Defense (CCD) 
CCD is a basic level course that provides an introduction to cybersecurity. 
Participants will learn how to protect network systems by survey of the 
following: planning and preparation of defenses; installation and  
administration of defenses; hardening network defenses; administration 
of defenses; monitoring defenses; and testing and modifying defenses—
followed by a review of cybersecurity defenses and emerging trends.

PREREQUISITE: Participants should have some experience as a  
cybersecurity professional, a basic understanding of network concepts, 
and a basic understanding of computer operating systems. 

PREFERRED PREREQUISITE: Experience as a system or network  
administrator.

As our nation’s critical infrastructure grows more reliant on information technologies, it also becomes more exposed 
to cyber-attacks, both foreign and domestic. These attacks can threaten our nation’s economy, public works,  
communication systems, computer networks, and all other critical infrastructure. To counter this threat, the Criminal 
Justice Institute’s Cybersecurity Defense Initiative (CDI) has developed courses delivered at no cost to technical 
personnel working within our nation’s critical infrastructure. These courses utilize a blended learning approach that 
balances classroom lecture, hands-on laboratory exercises, and supplemental material. 

Solutions and methods taught are non-vendor-specific, which does not require participants to have specialized  
software when trying to implement class lessons at their own agencies. CDI stresses proper network and data  
engineering techniques and methodology over simple software packages, keeping agency financial requirements to 
a minimum. REGISTER TODAY FOR THIS FREE TRAINING!
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This program is supported by cooperative agreement EMW-2018-CA-00071 administered by the U.S. Department of  
Homeland Security (DHS), Federal Emergency Management Agency (FEMA), Training and Education Division.  
Points of view or opinions in this program are those of the author(s) and do not represent the position or policies  
of the U.S. Department of Homeland Security.

For more information, contact Kyle Hardin: 907-842-6203; kyle.hardin@bbna.com

For more training opportunities, or to register for this course, visit us online: 
 www.cybersecuritydefenseinitiative.org

This training is provided through the National Cybersecurity Preparedness Consortium (NCPC).
The NCPC has been established through the partnership and collaboration of five university centers committed to providing 
research-based, cybersecurity-related training, exercises, and technical assistance to local jurisdictions, counties, states, and 
the private sector throughout the U.S. NCPC members include The University of Arkansas System’s Criminal Justice Institute, The 
Center for Infrastructure Assurance and Security (CIAS) at The University of Texas at San Antonio (UTSA), The Texas Engineering 
Extension Service in the Texas A & M University system, The University of Memphis, and Norwich University Applied Research 
Institutes. Each NCPC member has an established cybersecurity training program. As partners, members share resources and 
work together to eliminate duplication of effort in developing courses and providing training for the whole community. Visit us 
online at www.nationalcpc.org.

https://www.cybersecuritydefenseinitiative.org/courses.html

